UNIT1 (QESTION BANK)
1. Use Caesar’s Cipher to decipher the following HQFUBSWHG WHAW

a) ABANDONED LOCK

b) ENCRYPTED TEXT_
CNS
c) ABANDONED TEXT

d) ENCRYPTED LOCK

Answer: b

2. Caesar Cipher is an example of

a) Poly-alphabetic Cipher

b) Mono-alphabetic Cipher

c) Multi-alphabetic Cipher

d) Bi-alphabetic Cipher

Answer: b

3. The DES Algorithm Cipher System consists of
rounds (iterations) each with a round key

a) 12

b) 18

c) 9

d) 16 Answer: d

4. The DES algorithm has a key length of

a) 128 Bits

b) 32 Bits

c) 64 Bits

d) 16 Bits Answer: c

5. DES follows

a) Hash Algorithm

b) Caesars Cipher

c) Feistel Cipher Structure

d) SP Networks Answer: c

6. The S-Box is used to provide confusion, as it is dependent on the unknown key.

a) True

b) False Answer: a

7. The Initial Permutation table/matrix is of size a) 16×8

b) 12×8

c) 8×8

d) 4×8

Answer: c

8. The number of unique substitution boxes in DES after the 48 bit XOR operation are

a) 8

b) 4

c) 6

d) 12 Answer: a

Fill in the blanks

1. General categories of attack are _________types    
ANS: 4

2. IETF is        __________

ANS: Internet Engineering Task Force

3. Active attacks are_____ different types  
 ANS:4

4.   A _____________ of information from a source to destination is called  
ANS: Normal flow             
5. Cutting of a communication line is example of     
ANS: Interruption
7. Security services are_______ different types   

ANS:6

Short Answer Questions

1. Define the terms security attacks?


2. Define the terms traffic analysis?


3. Define active attacks?


4. What is passive attacks? List the types of passive attacks? 
5. Discuss about security mechanisms?


6. Discuss about Principles of Security?


7. What is Symmetric and Asymmetric cryptography
Long answer Questions
1. Compare active and passive attacks?

2. Define security attack? Explain in detail about the various types of attacks for which internet work is vulnerable to?

3. Discuss about different types of various security services?

4. Describe network security model in detail?

5. Explain about transpose and substitution techniques?

6. Distinguish strong Symmetric and Asymmetric Cryptography ?
ASSIGNMENT QUESTIONS

1. Explain security attacks, services and the related mechanisms

2. Explain internetwork security

3. Explain how gateway works in internetwork security model

4. Explain Substitution and Transposition techniques

UNIT-2 (QESTION BANK)
Multiple choice questions

1. Using Linear Crypt-analysis, the minimum computations required to decipher the DES algorithm is

a) 248

b) 243

c) 256

d) 264

Answer: b

2.  In triple DES, the key size is
and meet in the middle attack takes
tests to break the key. a) a)2192 ,2112

b) 2184,2111

c) 2168,2111

d) 2168,2112

Answer: d

3. How many keys does the Triple DES algorithm use?

a) 2

b) 3

c) 2 or 3

   d)3 or 4

Answer: c

4. In the DES algorithm the 64 bit key input is shortened to 56 bits by ignoring every 4th bit.

a) True

b) False

Answer: b

5. The number of unique substitution boxes in DES after the 48 bit XOR operation are

a) 8

b) 4

c) 6

d) 12

Answer: a

6. In the DES algorithm the round key is
bit and the Round Input is
bits. a) a)48, 32

b) 64,32

c) 56, 24

d) 32, 32
7. The Initial Permutation table/matrix is of size a) 16×8

b) 12×8

c) 8×8

d) 4×8

Answer: c

Fill in the blanks

1. The process of converting the plaintext into cipher text is called________
Answer: Encryption     
2. Cipher text message is____________________

Answer: Scrambled

3. DES is_________________
Answer: Data Encryption Standard   
4.___________ cipher block modes of operation are there in Conventional Encryption

Answer:4

5.Secure Hash Algorithm (SHA)was developed by
Answer: NIST

6. Mathematical operations are used in DES Algorithm__________

Answer: X-OR,S-BOX

7. Secret key is shared by___________

Answer: both sender and receiver

8. TDES block size/input is_________ bytes

Answer:65 bytes

Short Answer Questions

1. Define stream and block ciphers with examples?

2. Explain block cipher modes of operation?

3. Explain about AES?

4. Explain DES, algorithms?

5. Explain about Blowfish?
6. Explain about Domain relational calculus?

7. Discuss RSA algorithms?
8. Discuss Diffie – Hellman key exchange algorithms,?
Long answer Questions
1. What are the principles of conventional encryption

2. Compare and contrast between cryptography and cryptanalysis


3. What are the differences between public-key and private-key encryption? 
4. Explain various modes of operations about block ciphers 
5. Write a short note on location of encryption devices?
Assignment Questions
1. With a neat block diagram explain the DES algorithm.
2. Discuss in detail about Diffie Hellman Key Exchange.
UNIT-3(QESTION BANK)
Multiple choice questions

1. What is the number of round computation steps in the SHA-256 algorithm?[
]

a)80

b)76

c)64

d)70

Answer: c
2. RSA is
[
]

a)Rivest, Shyam, Adleman  
b)Ricest, Shamir, Alice
 c)Rivest, Shamir, Adleman  
d)None
Answer: Rivest, Shyam, Adleman  
a)C=M^e(mod n)                  
3. RSA Algorithm cipher text is    []

     a)C=M^e(mod n)                  b)C=E^M(mode n)

      c)both                                   d)None

Answer: a)C=M^e(mod n)   
4. Key exchange is big problem in [c]

    a)Encryption                         
  b)Decryption 

 c)Conventional encryption    
 d)Public-key cryptography

       Answer:    Conventional encryption    
5. DSS is
[
]

        a)Digital System Standard  
        b)Digital Signature Standard

        c)Digital Signature System 
        d)All the above
Answer: Digital Signature Standard

6.Kerberos is a ________protocol
a)Confidentiality                  b)Integrity                            c)Authentication         d)All

Answer: Authentication   
7. TGS is [

]

        a)Ticket Granting Service    b)Ticket Granting Server

        c)Both                                   d)None.

Answer: Ticket Granting Service    
Fill in the blanks

1. SHA-1 produces a hash value of ________ bits

Answer: 160 bits
2.______________  the full-form of CMAC?

Answer: Cipher-based MAC

3.Diffie-Hellman key algorithm public keys Ya=________

Answer: Ya=Xa mod q                   
4. _____________ is establish identies , encrypt information and digitally sign document
Answer: PKI       
5. . In Greek mythlogy Kerberos is_____________
Answer: Multithreaded dog

6. When a hash function is used to provide message authentication, the hash function value is referred to as ______________
Answer: Message Digest
7. For the Knapsack: {1 6 8 15 24}, find the plain text code if the ciphertext is 38.________

Answer:01101

Short Answer Questions

1. Define redundancy?

2. Define HMAC?

3. Explain about authentication codes?

4. What is Secure hash algorithm?

5. Discuss Authentication requirements?
    Long answer Questions:
1. Illustrate the importance of secure hash functions with relevant examples

2. Define digital signature? Explain its role in network security 
3. Define public key encryption?


4. Compare and contrast Kerberos version 5 and version 4?


5. Describe the different approaches to message authentication


Assignment Questions

1. Discuss about the importance of Secure Hash functions with relevant examples.
2. a) Explain the procedure involved in RSA public-key encryption algorithm. (Nov-2008-Set-3)
UNIT-4(QESTION BANK)
Multiple choice questions

1. Public key encryption/decryption is not preferred because[

]

a) it is slow

b) it is hardware/software intensive

c) it has a high computational load

d) all of the mentioned

Answer: d

2. What is the PGP stand for? [
]

a) Permuted Gap Permission

b) Permuted Great Privacy

c) Pretty Good Permission

d) None of the mentioned

Answer: d
3. Which of these systems use timestamps as an expiration date?[

]

a) Public-Key Certificates

b) Public announcements

c) Publicly available directories

d) Public-Key authority

Answer: a

4. Which of the following public key distribution systems is most secure?[

]

a) Public-Key Certificates

b) Public announcements

c) Publicly available directories

d) Public-Key authority

Answer: a

5.PGP makes use of which cryptographic algorithm?[

]

a) DES

b) AES

c) RSA

d) Rabin

Answer: c

6.CRL stands for[

]

a) Cipher Reusable List

b) Certificate Revocation Language

c) Certificate Revocation List

d) Certificate Resolution Language

Answer: c

7. The subject unique identifier of the X.509 certificates was added in which version?[

]

a) 1

b) 2

c) 3

d) 4

Answer: b

Fill in the blanks

1. PGP uses __________compression algorithm  
Answer: IDEA   
2. IDEA is________________

Answer: International Data Encryption Algorithm
3. MIME defines ____________ headers
Answer:5

4. Each MIME content-type contains   ______________

Answer: Content-type & Content-subtype                
5. PGP mainly used in ____________

Answer: Electronic, File storage

6.____________ example of E-mail security  
Answer: PGP, S/MIME

7.PEM is a ___________

Answer: Private-Enhanced Mail                             
Short Answer Questions
1. Define Transport Layer Security?


2. List notations used in HTTPS?


3. Explain about Wireless Network Security?


4. Explain about e-mail compatibility?


5. Define Authentication Header?

Long answer Questions
1. Explain in brief about Wireless LAN?


2. Discuss about Secure Shell (SSH)


3. Illustrate Concurrent execution of transaction with examples 
4. Discuss Secure Socket Layer in detail?


5. Describe about Mobile Device Security?


Assignment Questions

1.  Describe the five principal services that Pretty Good Privacy(PGP) provides.
2. Discuss the features of SSL that counters man-in-the-middle attack, IP spoofing, IP hijacking and brute- force attacks to web security.
UNIT-5(QESTION BANK)
Multiple choice questions

1. How many layers are present in the TCP/IP Reference model?

a) 6

b) 7

c) 5

d) 4

Answer: d

2. Which one of these does not lie in the Link Layer of the TCP/IP Model?

a) DSL

b) IP

c) SONET

d) 802.11
Answer: b

3. ______________infects the master boot record and it is challenging and a complex task to remove this virus.

a) Boot Sector Virus

b) Polymorphic

c) Multipartite

d) Trojans

Answer: a

4.The virus hides itself from getting detected by
different ways.

a) 2

b) 3

c) 4

d) 5

Answer: b

5. Which of them is not an ideal way of spreading the virus?

a) Infected website

b) Emails

c) Official Antivirus CDs

d) USBs

Answer: c

6. 
infects the executables as well as the boot sectors.

a) Non-resident virus

b) Boot Sector Virus

c) Polymorphic Virus

d) Multipartite Virus

Answer: d

7. A computer
is a malicious code which self-replicates by copying itself to other programs.

a) program

b) virus

c) application

d) worm

Answer: b

Fill in the blanks

1.  In the SSLv3 the padding bits are ____________ with the secret key.
Answers: Concatenated

2. The full form of SSL is ________________

Answer: Secure Socket Layer

3. ________________protocol is used to convey SSL related alerts to the peer entity?
Answer: Alert Protocol

4. Number of phases in the handshaking protocol____________

Answer:4

5. URL stands for ______________

Answer:  Uniform Resource Locator
Short answer
1. Discuss about Internet Key Exchange?


2. What is Encapsulating security payload?
3. Explain about Virtual Elections?
4.  Discuss about the IP Security overview?
5. Explain about IP Security architecture

Long answer Questions

1. Write about Case Studies on Cryptography and security


2. Compare I/O costs for all file organizations


3. Explain about Pretty Good Privacy


4. Explain about Authentication Heade

5. Write in detail about S/MIME IP Security:


Assignment Questions

1. Explain the appropriation of IP Sec
2. Discuss about security Associations and key management.
Lecture Notes:
