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JAWAHARLAL NEHRU TECHNOLOGICAL UNIVERSITY HYDERABAD
B. Tech IV Year I Semester Examinations, November/December- 2017
COMPUTER FORENSICS
(Computer Science and Engmeermg)

M Marks: 75

Part A is compulsory Whlch carries 25 marks Answer all questlons in "Part A. Part B
consists of 5 Units. Answer any one full question from each unit. Each question carries 10
marks and may have a, b, ¢ as sub questions.

PART- A
(25 Marks)..,

What are'the categoriés of 'computér investigations and fotensics? Explaln """" [2]5
Enumerate the basic steps for investigating Attorney-Client Privilege investigations.[3]
Explain the tasks to be completed before searching for evidence. [2]
Enumerate the guidelines for seizing digital evidence at the computer incident or crime
scene. [3]

| Bl
Descrlbe procedures for acqulrlng data from cell phones and moblle devices.” [2]
What are e-mail servers? Explain their role in forensic investigations. [3]
List some third party and open source whole disk encryption tools. [2]
What are the startup files of windows XP? Explain. [3]

..PART-B

Wthh orgamzatlon has guldehnes on how to operate a computer forensws 1ab‘> What term

refers to labs constructed to shield EMR emissions? [10]

. OR
What are the guidelines for media leak investigations? Mention the steps for investigating
medla leaks. [1 0]

What do we need?'a echnlcal advrsor’) What are the respon51b1ht1es of techmcal advrsors"

Explaln T S Y T T T S T T S b -’ [10] ........
OR

What are the steps to create image files of digital evidence? How is digital evidence stored?

Explain. [10]

What is the standard .procedure used-for network forensws" List the different network-tools

What are the primary concerns in conductlng forensic examination of virtual machmes‘?
Give an overview of network forensics. [10]




8. What is a personal digital assistant? What are the different types of peripheral memory cards
in in detail.

10. What are the metadata records in the master file table of NTFS? Explain the attributes in

the master file table. [10]

OR
Enumerate the features of the current whole disk encryption tools. What are the hardware
and-software requirem >




