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Code No: 1178W

B. Tech IV Year I Semester Examinations, November/December-2017
COMPUTER FORENSICS

(Computer Science and Engineering)

Part A is compulsory which carries 25 marks. Answer all questions in Part A. Fart B
consists of 5 Units. Answer any one full question from each unit. Each question carries 10

marks and may have 4 b, c as sub questions.
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PART. A
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What aire the catejori'bs'of computdr iilvestigations ind'foiehsics? explain; ' l2l' i' '1"""i

Enumerate the basic steps for investigating Attorney-Client Privilege investigations.[3]
Explain the tasks to be completed before searching for evidence.

refers to labs constructed to shield EMR emissions?

l2l
Fnumerate the guidelines for seizing digital evidence at the computer incident or crime
scene. t3l
$hy should companigs ?.ppoint an zuthorized requester. fo-r..computer.inyestigations?[2]..... i-^..
ExpJaifiihbriefthe--thieb{odesof;prote'btibnofdefe-nseihdgpth. i..: i : t3li ,"i a 'i i .,

Desbribe $rocedufes'fui'aofuuiring dath ftori cell phbnes hnd mobile devicbs," l21i 
'". 

"".......'i i ' ''

What,are e-mail servers? Explain their role in'forensic investigations.
List some third party and open source whole disk encryption tools.
What are the startup files of windows XP? Explain.
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PART-B
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2. Which organization has guidelines on how to operate a computer forensics lab? What tenn

OR
3. ' What are the guidelines for media leak investigations? Mention the steps for investigating

media leaks. tl0l

i4it.

5 What are the steps to create image files of digital evidence? How is digital evidence stored?
Explain.
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What Uo We needi:a.t'eehnibal advisofl rlVhbt are
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the lbsponsibilities"of iechnical advisors? ;i ! .,,.,.,.' ! \r '..,.,,r' 
t10]

[10]

t10l

examination of virtual 
l11hines?
[10]

i."...,".,r

What are the primary concerns in conducting forensic
Give an overview of network forensics.
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8. What is a personal digitai assistant? What are the different types of peripheral memory cards
used with PDAs? Expiain in detail... t10l

. ."""i', i 9. Uxpl.pirl"lhe components found insiile'mobil.e devicei Also explain iPhone?eaders. [10J i i j i-',

10. What are the metadata records in the master file table of NTFS? Explain the attributes in
the master file table. [10]

OR
1 1. Enumerate the features of the current whole disk encryption tools. What are the hardware
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