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Note: This question paper contains two parts A and B.
Part A is compulsory which carries 25 marks. Answer all questions in Part A. Part B

consists of 5 Units. Answer any one full question from each unit. Each questlon carries
10 mar I\S and may have s, b c as subxquesnons A £ g

(25 Marks)

Differentiate between Interruption and Interception. [2]
Discuss about Masquerade in brief. [3]
List out the advantages.of RC4 algorithm.. [2].
W 1tenabout c1pher block chamm0 mode of oper atlon ; [3]:
-What is the key size‘and Message® Dwest size in SHAI alaox ithm? “... [2]..
What are the benefits of Digital Signature? [3]
@)  Summarize the functions of HTTP protocol. (2]
h)  Discuss about the impo1tance of security in mobile devices. [31]

(2]

2.a)  Describe the model for network security with neat sketch.
b)  Describe pervasive and specific security mechanisms in detail. [4+6]
OR
Write any three tr ansp031t10n c1phexs with examples
D cuss about Br utc force attack in detall :

Summarize the publlc key cryptographlc principles. Explain RSA algorithm for given

‘example, wherep =3 and q=11.
b)  Enumerate Diffie-Hellman Key exchange for encryption and decryption with suitable
f§+51
. OR e e,

5 Enumel ate in detall ’lbOL t'the stepq in Blow Fish Aloonthm and e‘{plam the pIOC&,SS of Lt
HE S . [10}

examples.

each round with a neat di lagram.

6.a) What is HMAC function? Summarize the design objectives of HMAC.
b)  Explain about Elgamal Digital Signature Scheme. [5+5]
: OR




"‘the secur 1ty consU aints ofIEEb 807 11i Wireless LAN in de

f: pla

Write general format of PGP message with a pictorial representation and explain. How

PGP used for E-mail security? [10]
OR

11.a) Describe the functionalities of Internet Key Exchange Protocol.

b) How fo p10v1de secur ny during Intel bxmch Paym@ntnTrans:actions‘?_;‘“'“"'v».

[5+5]
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